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Notes

1. Unauthorized reproduction of this document, in part or in whole, is strictly prohibited.

2. The content of this document is subject to change without notice.

3. Every effort has been made to ensure the accuracy of the information in this document. However, if
you notice any errors or problems, please contact CITIZEN SYSTEMS JAPAN.

4. CITIZEN SYSTEMS JAPAN shall not be responsible for any consequences resulting from use,
notwithstanding item 3 above.

5. If you do not agree to the above, you cannot use this library.

Trademarks
Microsoft and Windows are trademarks or registered trademarks of Microsoft Corporation in the United

States and/or other countries.
Other company and product names mentioned herein may be the trademarks or registered trademarks

of their respective owners.

Please note that this manual is subject to change without
notice for reasons such as product improvement.

Please request the latest document from CITIZEN
SYSTEMS JAPAN before use.

CITIZEN is a registered trademark of CITIZEN WATCH CO., LTD.

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 3



CITIZEN XML Config Service
JavaScript Config SDK Programming Manual

Contents
L INTrOAUCHION ...ttt srereesre s e e e e seseesesneessanesesnneseaeesnnssssneessnnesesnnesrnesssnsessrneessanesernnessnnessans 6
1.1, SYSEEM OVEIVIEW ...ttt et e e et e e e et e e e e etb e e e e etteeeeeabaeeeessaeeeessaeeeasseeeeasseeeeannrens 6
1.2. Scope Of ThiS DOCUMIEBNE ... et e et e et e e et e e ettt e e e eeateeeeeeareeeeeenreas 6
1.3, System Configuration EXAmMIPIE..........c.oooiiiiiiieiiie ettt etee et e et e b e e e teeestbaeebae e sbeessseeesseennnes 7
1.4, SUPPOrTEd PHINEEr MOEIS...... ..ottt e e ettt e e e et e e e e tve e e e etbeee e eabeeaeeanreas 7
2. XML Config SEIrvICE MESSAQES..........cccccuuiiieeciieieeetieeeeeiteeeeeiteeeeesteeeeesessasasssssasasssssesasssssssasssssesasssssesannnns 8
2.1, REAUESE MESSAGES .....uvvriiiiieeieiiiiitie e e e e eeeecttareeeeeeeeeettaraeeaaeeeeseetbasaaaaaaeaaaetsssaaaaasesaassssssssaasesesassssssseeasseesnssses 8
2. 1.1. Transmission Method and MESSAGE SLIUCEUIE ............oc..eeeeeeeeeeeeeeeeeeeeeeiaeeeetteaeeetteaeeetieaaeessiaseeessns 8
2. 1.2, <SELCONFIGREGUESES TAQG ...t ett e e eets ettt e e ettt e et s aastseastssaasssaassssassssaassssssssains 8
2.1.3. <GELCONFIGREGUESES TAQG........ccceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteeeteseastseeetseetstsetseseasssseessseasssessssassssssseseins 8
2. 1.4, NOLES ON FEGUESE IMESSAGES......ccccceeeeeeiiiaeeeeeeesteeseeeeetttttttssaesaetssstttssssssesssssstsssssssssssssssssssssessssssnes 9
2.2, RESPONSE MESSAGES. ... .eeeeieeiiiiiiitteeeeeeeiiiittereeeeeeeatttresaaaeasaatttsssasaasaaasesstssssaaasasasssssssssasasesssssssssseeassesassses 10
2o2. 0. MESSAGE SEIUCEUIE ...ttt e e e ettt e e ettt e e ettt s e e attstaaestsstsaassssssesssssssssssssansss 10
SELCONTIGREGUESE LA ..eeeuiiiiieiiiie ettt ettt ettt e e ettt e e ettt e e e stbeeeesstaeeesabaeeeseseeeaassseeeasssseaassssesaassseesssssaeessseeeansnns 10
GetCONTIGREGUESE TAG ...oooivviieiee ettt et e e e e e e ettt e e e e e e e eeeettaaeeeeeeeseetrseeeeeeeeenarrreeeeeeaanaes 10
2.2.2. ACQUITING EAE REOGUESE RESUIL ...ttt e et e et e etttaeatsaeastseasssaisseasssasssenen 10
W A s (0 g o o =X SRS 11
3. SettiNg CONIOI TAGS.........oeeeieieiiivccieteeee s rccrreeeeete s reesarrseeeeessseesssssntessesssessssssneessssssssssassnnesssssssssrannnneees 12
3.1, Setting Control TaG LISt........oiieiiieeee ettt et et e et e e e te e e saseeeaveeeteeesaveeereeas 12
3.2, Setting Control Tag DELailS........ccuieiiiiieiieie ettt et ettt ettt st esateenbeebeesbeesaeesneeenes 12
3.2.1. MesSSAGE ID (MESSAGEID TAG)........ccuveeeereeeieesieeeeireeeieeeteesitsesstseesttsesssssesssssasssassssssssssssssssassssassssses 12
3.2.2. Request print SEtting (REGUESEPIINE TAG) ...........ccceeeeeeeeeeeeeeeeeeeeeeeeeteeeeeaeeeteeeeeseesiseasseseesesesssenn 13
3.2.3. SSL/TLS communication SELLINGS (SSITIS TAG).......ccueweeeeeeeeeeeeeeeeeteeeeeeeiieeestieeeeetiieaeesiseseesssssansns 14
Update of self-signed certificate (UpdateCert tAZ) .........ccvviiieieieeeeeeeeeeeeeeeeeeeeeeeeeee e eee et eeesteeaeeaesaeeeeeneenennens 14
Import CA signed certificate (IMPOrtCEIt).........c.ovvivviireiriieieeieeeeeecteeteete et ee et ete e eeteeteereereereereenseseeseereereereeneeneenes 15
3.2.4. FiIrmware data (FIrMWEEE TAG)...........cccueeeeeeeeeeeeeeeeeeeereeeeetieeeetseetseseaassesssseestsssssesesssssassssessssesssesen 16
4. Get Settings CONTIOI TAQGS............coiiciiiiecieeecceeeeeeceeeeee e e eee e seeeseeesatsseessssaseesssssasesssssasessssessesssssnsennnsens 17
4.1. Get Settings CONrol TAg LISt........c.eiiiieiieieiieeie ettt sttt et et e st esbe st e enbeensaeseesseesenesnsesnseans 17
4.1.1. MeSSAGE ID (MESSAGEID TAG).........coeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteee ettt eettteseeetteseeetteseaestesseessassaessens 17
4.1.2. Get Request Print Settings (REGUESEPIINE TAG)..........cceceeeeeeeeeereeeeeeeeeeeeteeeesieeeereetseseeiaseasssseseseesen 18
4.1.3. GEt SSL/TLS SELEINGS (SSITIS TAG) ..eccveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee et eee et eateeeeseseeaseassasesssseesen 20
4.1.4. Get Firmware information (FIrMWEIre TAG).........ccueeeeeeeeeeeeeeeeeeeeeeeeeeeeieeeeeteteseeetteseeetiseseeesssesssessens 22
4.1.1. Get system log information (SYStEMLOG TAG) ..........ueeeeeeeeeeeeeeeeeeeeeeeeeeeeettieeeireesseseesiseasiseeseseesen 23
5. XML Config SErviCe SEIEINGS ...........oooieiiieecceiieecctieeecrtteeessteeeessseeeesssseseesssssseesssssseessssssesssssssessnsssseesnn 24
D1 WD MANAGET ...t ettt e e v et e e et e e e te e e tb e e e ba e e tb e e e beeenabeeebeeeteeeaareeeraes 24
5.1.1. Service Setting SCrEEM / XML CONTIG.............cccveeeeeeeireeeieeeiieseiieeaiseesitsesisessissesssessssssssssssssssesssanns 24
6. CITIZEN JavaScript Config SDK ..............ooi o iieieiieeeceeeeeeteeeeeeeteeeeeeereeeeesresesesssaaesssssseesssssesssnssssnenan 25
B.1. Operating ENVIFONMENT ..........oiiiiiie ettt e et e e e e tte e e e ette e e e etbeeeeetbeaaeeabeeeennnnens 25
6.2, Programiming GUILE...........oooviiiiii ettt ettt e e et e et e e e aeeeteeeeareseteeeetaeeereeennreeenres 25
6. 2. 1. PlACEMENTE OF SDK FlE........ooeoeeeeeeeeeeeeeeee ettt steaa et ettt et e st e sstaastaasss et esssssssssssssssensenns 25
6.2.2. Program CONFIGUIGLION....................ccoeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeaeeeeaeeeeeteeeeseseetseaisesesstseaiseseisessasssseisesn 25
B2 2.3, CLEALING ODJECE .......oooeeeeeeeeeeeeeeeee ettt e ettt ettt e ettt e st e et s ettt e et s et s et s easssanssssasssssasssasssssen 26
6.2.4. Setting Response Receive CallbBack FUNCEON..................cccoueeeeeeeeeeeeeeeeeeireeiseeeiveesiiseeiiseessiseesisesisennn 26
6.2.5. Setting Send Error COlIDACK FFUNCEION. ..............ccc.ueeeeeeeeeeeeeeeieeeeeieeeeeieeeetttiaeettaeeseesisesseasisssseesisesnens 27
6.2.6. Setting and Get SELEINGS CONMUIOI PrOCESS.............cccueeeeeeeeereeieesieeeieeetisesiseesivaesiseesissesisssasisssissnn 27
6.2.7. EXCCULING SEINAING ...ttt ettt ettt et e e tttseetseatssettseasssassssaatsssisssn 27
6.3. Details on CoONLrol MEENOM..........cccviiiieieeecece ettt et et te e s e st eseb e e b e e s e esaesseessaeesseassaans 28
6.3.1. MESSAGE ID (MESSAGEID). ...ttt eete ettt eetaeeettseetseetseestseessssessssaassssssesn 29
6.3.2. Request Print settings - Temporary change (SetRequestPrintTemporaryChange)............................. 30
6.3.3. Request Print settings - Server URL (SEtREGUESEPIINEUI)...........c..ooeeeveeeeeeeeeeeivaesiveeiiveesivaeeiveeisen 31
6.3.4. Request Print settings - Interval Time (SetRequesStPrintINterval) ..............coowevveeevveevveeeeeeeeveannnn. 32
6.3.5. Request Print settings - Identification ID (SEtREGUESEPIINEID) .............oceeeeeeeeeeeeeeeeeeieeaeeeireeeeasrennnn. 33

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 4



CITIZEN XML Config Service
JavaScript Config SDK Programming Manual

6.3.6. Request Print settings - Number of requests failues befor the alarm print

(SetReqUESEPIINLAIGIMTAIESNOII) ............oeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt ettt e ettt e e e tetesaeestasaeessees 34
6.3.7. Request Print settings - Beep function when the alarm print (SetRequestPrintAlarmBeep).............. 35
6.3.8. Request Print settings - Authentication type (SetRequestPrintAUtNTYPE).............ccoeeeeeeeeeeeeeeenn.. 36
6.3.9. Request Print settings - Authentication user (SetRequestPrintAUtAUSEr) ..............ccceeevveecveeeeveannn.. 37
6.3.10. Request Print settings - Authentication password (SetRequestPrintAuthPassword)........................ 38
6.3.11. Request Print settings - Proxy server setting (SetRequestPrNtUSEPIOXY) .........uveeeeeeeeeeceeaaeannann, 39
6.3.12. Request Print settings - Proxy server address (SetRequestPrintProxyAddress) ...................u.eu..... 40
6.3.13. Request Print settings - Proxy server port (SetRequestPrintProXyPOIT) .............cccoeeeceeeeveveeveveeerenan, 41
6.3.14. Request Print settings - Preferred DNS address (SetRequestPrintDnsAddrl)...................cceeeeeunee... 42
6.3.15. Request Print settings - Alternate DNS address (SetRequestPrintDnsAddr2) ................eeeeeeen... 43
6.3.16. SSL/TLS settings - Update the self-signed certificate (UpdateCert)...............ouuvueevcveeeveveereveacrenn, 44
6.3.17. SSL/TLS settings - Import the CA signed certificate (IMPOrtCErt) ..............uueweeeeeeeeeeeeeeeeeeerean, 45
6.3.18. Firmware settings - Update firmware (UPGateFIrmMWAIE)..............uueeeeeeeeeeeeeeeeeeeeaeeeeeeeeeeeireaaeesnen 46
6.3.19. Get Request Print settings (GEtCONFGREGUESEPIINE) .............ccoueeeeeeeeeeeesireeiieeeiereeiiieeiiseesireessenanns 47
6.3.20. Get SSL/TLS SELtiNGS (GEECONIGSSITIS)......cueeeeeeeeeeeeeeeeeeeeeeeeeeeeeeetee et eeeaeeeteeeeaaeeseseesaeseeeseans 49
6.3.21. Get firmware information (GELINFOFIITIIWGIE)................eeeeeeeeeeeeeeeeeeeeieeeeeeeteeeeeeeieaeeeteteeeeeteieaaaessens 51
6.3.22. Get system log information (GELSYSEMLOG).............ooeeeeeeeeeeeieeeeieetieeseeeeiieeeiseesiieesisessiseesssanns 52

7. SAMPIE PrOGIAMIS............ouiiieiiieeecieeeeceteeeeeetteeeeeateeeeessseeessssaeessssaseesassssessasssasesssssssesssssssesnsssesesnsssanasnn 53
7.1, JavaSCript CONIG SDK .......cuiiiiiiiciie ettt ettt e e et e et e e et e e e tae e ebeeeabaeesseessseeessseesasesenseeenasesanseeas 53
7.2, EXCEL VBA MQACIO...cciiititieieiitieeeitieeeeitteeeittteesatteessatteesassaeesasssseesassseessssssaesaasssaeesnssssesesnssaessnsseeesnnssens 54
720, GEECONIGROGUESE ............eeeeeeeeeeeeeeeeeeeeeeee ettt ettt ettt s et e et e e etes et s etseseaaseastsesasssensen 54
7.2.2. SSL/TLS SEIf-SIGNEMA CEITIICALE ...ttt e ettt e eetteaeeetteseeetsasaaessens 54

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.



CITIZEN XML Config Service
JavaScript Config SDK Programming Manual

1. Introduction

This document is a manual for programmers for CITIZEN XML Config Service.

1.1. System Overview

CITIZEN XML Config Service is provided to control to control the network settings and their acquisition
without a device driver in a multi-platform environment which is not operating system dependent.
Since the control method is HTTP (XML) based, can be controlled easily from a Web service
environment. Furthermore, Config SDK is provided as a library for XML Config to control using
JavaScript on the client side. The following shows a conceptual diagram of the provided service.

Provide

User Native Application User Web Application

Config SDK(JavaScript)

Software Layer
XML Config Service (HTTP Server) Hardware Layer

1.2. Scope of This Document

This document is intended to be a reference for developers of applications that use CITIZEN XML Config
Service compatible printers.

For the control specifications for HTTP (XML) based control, refer to "2. XML Config Service Messages",
"3. Setting Control Tags", "4. Get Settings Control Tags" and "5. XML Config Service Settings" in this
document.

For the JavaScript SDK specifications for control from a Web service environment, refer to "6. CITIZEN
JavaScript Config SDK".

For details on checking the operation of this service, refer to "7. Sample Programs".
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1.3. System Configuration Example

The following shows a system configuration example for CITIZEN XML Config Service.

Web Application Server

D

Router

-
SUS
<

£

—

Network (LAN)

Web Application

Controll Device
(With Web Browser)

wired-
wireless

(

XML Config Service)

1.4. Supported Printer Models

The applicable printer models of this service and the corresponding interfaces for those models are as

follows.

For details on the functions of each model, refer to each instruction manual.

Applicable Printer Models

Interface

CT-E601, CT-E651, CT-5251, CT-S751,
CT-54500,
CL-E300EX/303EX, CL-E321EX/331EX

Wired LAN (model number: IF2-EFX1, IF2-EFX2)
Wired/Wireless LAN (model number: IF2-WFx5, IF2-WFx6)

CT-S60111/65111/80111/8511I,
CT-S801111/851I1I,
CL-E720/730, CL-S400DT,
CL-S700II1/703I1I,

Wired LAN (model number: IF1-EFX1, IF1-EFX2)
Wired/Wireless LAN (model nhumber: IF1-WFx4, IF1-WFx6)

CL-5520/530, CL-S52011/53011,
CL-S620/630, CL-S620I1/6301I,
CL-5700/703, CL-S700I1/703II,

Wired LAN (model number: IF5-EFX1)

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.
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2. XML Config Service Messages

The service user issues a request message as an HTTP request and then receives a response message
from the service as an HTTP response as shown in the figure below. Request messages and response
messages are defined in the "CitizenXML-Config.xsd" XML schema file.

Client Service Server

Post Request(HTTP REQUEST)

Execute

Send Response(HTTP RESPONSE)

2.1. Request Messages
Control of the device (printer) is performed in accordance with the request messages issued from clients.

2.1.1. Transmission Method and Message Structure
Send a SOAP message using the following method for a request message.

- HTTP URL: http(s)://[IP address of this service]/xmlconfig
« HTTP method: POST
- HTTP header: Content-Type: text/xml; charset=UTF-8

In addition, Basic authentication is applied to the URL of the POST destination. The user name and
password required for Basic authentication are the same as the administrator information required when
logging in to Web Manager.

The structure of a request message is as follows.

2.1.2. <SetConfigRequest> Tag

Insert the setting tag within the <SetConfigRequest> tag in the request message for setting. For details
on the setting tags, refer to "3. Setting Control Tags" in this document.

The structure of a request message of the SetConfigRequest tag is as follows.
<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<SetConfigRequest xmIns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<!-- Request ID -->
<MessagelD>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</MessagelD>

<I-- Setting request —> <SetConfigRequest> tag

Setting request data

</SetConfigRequest>

</s:Body>
</s:Envelope>

2.1.3. <GetConfigRequest> Tag

Insert the get settings tag within the <GetConfigRequest> tag in the request message for the get
settings. For details on the get settings tags, refer to "4. Get Settings Control Tags" in this document.

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 8



CITIZEN XML Config Service
JavaScript Config SDK Programming Manual

The structure of a request message of the GetConfigRequest tag is as follows.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>

<GetConfigRequest xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<!-- Request ID -->
<MessagelD>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</MessagelD>
<!I-- Get setting request -->

</GetConfigRequest>

</s:Body>
</s:Envelope>

2.1.4. Notes on request messages

The notes on the request message are as follows.

<GetConfigRequest> tag
Get settings request data

- If the <SetConfigRequest> tag and <GetConfigRequest> tag are placed at the same time, the
request will result in an error. At this time, the setting request or the get setting request is not

processed.

- If the printer network settings are being set using the WEB or PC tools, the request will result in an
error. To make a request with this service, log out from the WEB or PC tool and interrupt the setting.

- If an XML Print / XML Device / XML Config request message is sent during the processing of the
<SetConfigRequest> tag that involves a reboot, the request will not be executed, and an error will

occur.

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 9
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2.2. Response Messages
2.2.1. Message Structure

The structure of a response message is as follows.

SetConfigRequest tag
The structure of a request message of the SetConfigRequest tag is as follows.
<?xml version="1.0" encoding="UTF-8"?>

<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>

<SetConfigResponse xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD> <SetConfiaResponse> ta
<Response ResponseCode="0K"> gresp g

<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</RequestID> Result of setting
</Response>

</SetConfigResponse>

</s:Body>
</s:Envelope>

GetConfigRequest tag
The structure of a request message of the GetConfigRequest tag is as follows.
<?xml version="1.0" encoding="UTF-8"?>

<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>

<GetConfigResponse xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1"> b
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD>
<Response ResponseCode="0K">

<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</RequestID>

<GetConfigResponse> tag
<!-- Get settings request -->

Result of get settings

</Response>
</GetConfigResponse>

</s:Body>
</s:Envelope>

2.2.2. Acquiring the Request Result
The result of a request can be checked in the information within the <SetConfigResponse> tag or the
<GetConfigResponse> tag.

Item
ResponseCode attribute Stores the process result.
MessagelD element
RequestID element
BusinessError element

Description

Stores the ID for identifying the response message.
Stores the message ID specified when the message was sent.
Stores the error information when an error occurred.

Checking for Error Occurrence

Whether or not an error occurred can be checked by checking the value of the ResponseCode
attribute of the Response element.

Code

OK Ended normally.
Rejected Error occurred.

Description

The following is an example of the Response element when the process ended normally.

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 10
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<Response ResponseCode="0K">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</RequestID>
</Response>

Checking Error Information
The cause of a result can be checked from the contents of the Code and Description elements in the
BusinessError element within the Response element when an error occurs. For details, refer to "2.2.3
Error Codes" in this document.

The following is an example of the Response element when an error occurred.
<Response ResponseCode="Rejected">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</RequestID>
<BusinessError Severity="Error">
<Code>EConnectOffline</Code>
<Description>Connect: Failed to check the printer status after connecting to the
device.</Description>
< /BusinessError>
</Response>

2.2.3. Error Codes

The error code, error description, and other detailed information are set in the BusinessError element in

the Response element within a response message. The error codes used with this service are shown
below.

Code Description
RequestInvalid Request information is invalid
EConnectNotFound Unsupported model
EConnectOffline Printer is not ready
Elllegal Unsupported or invalid parameter
EOffline Device is offline
EFailure Process cannot be executed
ETimeout Processing timeout
EptrBadFormat Data format error
EptrTooBig Data size error

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 11
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3. Setting Control Tags
3.1. Setting Control Tag List

The device control tags that can be used with this service are shown below.

Function Tag Description
Message ID <MessageIlD> | Specify this to enable the sender to identify the message.
Request print settings | <RequestPrint>

Indicates that the settings are related to the request printing.

SSL/TLS communication

settings <SsITls>

Indicates that the settings are related to the SSL/TLS communication.

Firmware settings <Firmware>

Indicates that the settings are related to the firmware update.

For tags other than MessagelD, the printer will restart after the request is completed. This service
cannot be used during the restart. After a while, the restart of the printer will be completed, and this

service will be available. In that case, you can check whether the settings have been made correctly by
using "4. Get settings control tags".

3.2. Setting Control Tag Details

3.2.1. Message ID (MessagelD Tag)
Value
Specify the request message ID.

Description
This tag is used to enable the sender to identify the message.

The specified request message ID is added to the <RequestID> tag of the response message. For
details on response messages, refer to "2.2. Response Messages" in this document.

Usage example
<MessagelD>12345678</MessagelD>

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 12
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The following control tags can be inserted in the RequestPrint tag.

Element Meaning Settable range

<TemporaryChange> | The temporary change function setting Enable: Change the settings temporary
Disable: Save settings and apply changes
If omitted or empty element, it is treated as
Enable.

<Url> Server URL RFC3986 compliant (up to 2048 characters)

<Interval> Interval time (sec) 1-600

<ID> Identification ID Printable ASCII characters (up to 64
characters)

<AlarmThreshold> Operation when communication is failures 0-100

Operating conditions

<AlarmBeep> Beep function when retrying Disable or Enable

<AuthType> Authentication type None: Disable
Basic: Basic authentication

<AuthUser> Authentication user RFC7647 compliant (up to 255 characters)

<AuthPassword> Authentication password RFC7647 compliant (up to 255 characters)

<UseProxy> Proxy server setting Disable or Enable

<ProxyAddress> Proxy server address IPv4

<ProxyPort> Proxy server port 1025 - 65535

<DnsAddr1> Preferred DNS address IPv4

<DnsAddr2> Alternate DNS address IPv4

Description

This tag is used to change the settings related to the request print.

TemporaryChange specifies whether to enable / disable the temporary change function. If Disable is
specified, it will be restarted when the setting is changed, and the contents will be valid after the
restart. If Enable is specified, the change will be reflected immediately when the setting is changed
without restarting. The setting change is valid until it is restarted, and after the restart, it returns to
the state before the setting change.

Copyright CITIZEN SYSTEMS JAPAN CO., LTD. 13
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3.2.3. SSL/TLS communication settings (SsITls Tag)

Value
The following control tags can be inserted in the SsITls tag.
Function Tag Description
Update of self-signed certificate | <UpdateCert> Update the self-signed certificate.
Import CA signing certificate <ImportCert> Import the CA signing certificate.

The details of each tag are explained below.

Update of self-signed certificate (UpdateCert tag)

The meanings and settable values of the parameters are as follows.

Element Meaning Settable range
<UpdateCert> Update of self-signed certificate -
<IssuerValidityBegin> | The start date of self-signed certificate | Specifies the start date of the validity
expiration period of the self-signed certificate.
(yyyy/mm/dd) Can specify a date between 2020/01/01 to
2049/12/31.

If it is not specified within the valid period
of the internal certificate authority, an
error will be returned.
<IssuerValidityEnd> The end date of self-signed certificate | Specifies the end date of the validity

expiration period of the self-signed certificate.
(yyyy/mm/dd) Can specify a date between 2020/01/01 to
2049/12/31.

If it is not specified within the valid period
of the internal certificate authority, an
error will be returned.

Description
This tag is used to update the self-signed certificate.
The parameter specifies the validity period of the update self-signed certificate.

Usage example
Request message
<SetConfigRequest xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<SsITls>
<UpdateCert>
<IssuerValidityBegin>2020/08/17</IssuerValidityBegin>
<IssuerValidityEnd>2021/08/16</IssuerValidityEnd>
</UpdateCert>
</Ss|Tls>

</SetConfigRequest>
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Import CA signed certificate (ImportCert)

The meanings and settable values of the parameters are as follows.

Element Meaning Settable range
<ImportCert> Import the CA signed | Specify the certificate to import.
certificate
<Data> Certificate data Describe the certificate encoded in PEM format.

It collates with the pre-imported internal secret key and
returns an error if it is not paired.

Description
This tag describes the CA signed certificate to be imported in PEM format.

Usage example
Request message
<SetConfigRequest xmIns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<SsITls>
<ImportCert>
<Data>

MIID7zCCAtegAWIBAgIJAMRIF//HPF]/MAOGCSqGSIb3DQEBCWUAMIGGMQswCQYD
<!-- Omit: About 2KB -->
s3PznmtsSWtEDNP9eZC2bJrj30Uj3y3Rx2rB0jKST5nCGigzdMRtgXDdOv/ekdiu
----- END CERTIFICATE-----
</Data>
</ImportCert>
</Ss|Tls>

</SetConfigRequest>
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Value
The meanings and settable values of the parameters are as follows.
Element Meaning Settable range
Data Firmware data to update | Specify the firmware data encoded in Base64 format for
update.
Description

This tag describes the firmware data to be update in Base64 format.

Usage example
Request message

<Firmware>
<Data>
JwUZVt3Eo/1e4xw0AEafwIAAAACAAMFQGBGHzQUFAgNMaW51eCBLZXJuZWwgSW1hZ2UAAAAAAAAAAAA
AABEAAFOAAAAC]OKkwAAAAAAAAA
<!-- Omit: About 6.2KB -->

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAA
</Data>
</Firmware>

</SetConfigRequest>

<SetConfigRequest xmlIns="http://www.citizen.co.jp/Config/" MajorVersion="1">

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.
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The get settings tags that can be used with this service are shown below.

Function Tag Description
Message ID <MessagelD> Specify this to enable the sender to identify the message.
Get Request Print settings | <RequestPrint> Request about the Request Print settings.
Get SSL/TLS settings <SsITls> Request about the SSL/TLS settings.
Get firmware settings <Firmware>

Request about the Firmware update settings.

Get system log infomation

<SystemlLog>

Request about the system log settings.

4.1.1. Message ID (MessagelD Tag)

Value

Specify the request message ID.

Description

This tag is used to enable the sender to identify the message.

The specified request message ID is added to the <RequestID> tag of the response message. For
details on response messages, refer to "2.2. Response Messages" in this document.

Usage example

<MessagelD>12345678</MessageID>

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.
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4.1.2. Get Request Print settings (RequestPrint Tag)

Description

This tag is used to get the settings of the Request Print function.

Response message parameter list

The meanings and expected values of the parameters in the res

ponse message are as follows.

communication is
abnormal
Operating conditions

Element Meaning Response range Description
<Url> Server URL RFC3986 compliant Responds to the URL of the service file
on the web server
<Interval> Interval time (sec) 1-600 Responds to the interval time of requests
sent to the web server in seconds
<ID> Identification ID Printable ASCII Responds to the identification ID of the
characters (up to 64 printer
characters)
<AlarmThreshold> Operation when 0-100 Responds the number of communication

failures with the server until the
operation at the time of communication
abnormality is enabled.

If it is 0, the function is disabled.

<AlarmBeep> Beep function when Disable or Enable Responds to enable / disable the beep
retrying function during operation when
communication is abnormal.
<AuthType> Authentication type None: Disable Responds to the web server
Basic: authentication type
Basic authentication
<AuthUser> Authentication user RFC7647 compliant Responds to the authentication user
name
<AuthPassword> Authentication RFC7647 compliant Responds to the authentication password
password
<UseProxy> Proxy server setting Disable or Enable Responds to enable / disable the proxy
server function
<ProxyAddress> Proxy server address | IPv4 or blank Responds to the address of the proxy
server
<ProxyPort> Proxy server port 1025 — 65535 Responds to the port of the proxy server
or blank
<DnsAddr1> Preferred DNS IPv4 Responds to the address of the preferred
address DNS address
<DnsAddr2> Alternate DNS IPv4 Responds to the address of the alternate
address DNS address

Usage example

Request message

</GetConfigRequest>

<GetConfigRequest xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<!-- Set the RequestPrint tag as an empty element -->
<RequestPrint></RequestPrint>

Response message

<RequestPrint>
<Url>http://www.citizen-systems.co.jp/requestprint/test.php</Url>
<Interval>9000</Interval>

<GetConfigResponse xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD>
<!-- Get result of the request -->
<Response ResponseCode="0K">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343 </RequestID>
</Response>

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.
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<ID>AA-BB-CC-DD-EE-FF</ID>
<AlarmThreshold>10</AlarmThreshold>
<AlarmBeep>Enable</AlarmBeep>
<AuthType>Basic</AuthType>
<AuthUser>admin</AuthUser>
<AuthPassword>admin</AuthPassword>
<UseProxy>Disable</UseProxy>
<ProxyUrl>192.168.10.190</ProxyUrl>
<ProxyPort>8080</ProxyPort>
<DnsAddr1>192.168.10.1</DnsAddr1>
<DnsAddr2>8.8.8.8</DnsAddr2>
</RequestPrint>

</GetConfigResponse>

Copyright CITIZEN SYSTEMS JAPAN CO., LTD.
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Description
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This tag is used to get the settings of the SSL/TLS function.

Response message parameter list
The meanings and expected values of the parameters in the response message are as follows.

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

Element Meaning Response range Description
<ActiveCert> Server certificate in | SelfSigned: Responds to the type of server
use Self-signed certificate certificate in use.
CaSigned: If the SSL communication function
CA signing certificate is disabled, it responds with Disable.
Disable: Invalid
<SelfSignedCert> Self-signed Indicates that the child element is a
certificate settings setting for a self-signed certificate.
<CommonName> Common name Half-width alphanumeric | Responds to the common name of

the self-signed certificate.

<IssuerValidityBegin>

Expiration date
start date

<IssuerValidityEnd>

Expiration date end
date

YYYY/MM/DD
(2020/01/01 to
2049/12/31)

Responds to the start date of the
self-signed certificate expiration
date.

Responds to the end date of the
self-signed certificate expiration
date.

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

<InnerCaCert> Inner certificate Indicates that the child element is a
authority certificate setting related to the certificate
settings authority certificate inside the

printer.
<CommonName> Common name Half-width alphanumeric | Responds to the common name of

the inner certificate authority
certificate.

<IssuerValidityBegin>

Expiration date
start date

<IssuerValidityEnd>

Expiration date end
date

YYYY/MM/DD
(2020/01/01 to
2049/12/31)

Responds to the start date of the
inner certificate authority certificate.

Responds to the end date of the
inner certificate authority certificate.

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

<CaSignedCert> CA signed Indicates that the child element is a
certificate settings setting for a CA signed certificate.
<CommonName> Common name Half-width alphanumeric | Responds to the common name of

the CA signed certificate.

<IssuerValidityBegin> | Expiration date YYYY/MM/DD Responds to the start date of the
start date (2020/01/01 ~ CA signed certificate.
<IssuerValidityEnd> Expiration date end | 2049/12/31) Responds to the end date of the CA
date signed certificate.
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Usage example

Request message
<GetConfigRequest xmIns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<!-- Set the SslTls tag as an empty element -->
<SsITls></SsITls>

</GetConfigRequest>

Response message
<GetConfigResponse xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD>
<!-- Get result of the request -->
<Response ResponseCode="0K">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343 </RequestID>
</Response>

<SslITls>
<ActiveCert>SelfSigned </ActiveCert>
<SelfSignedCert>
<CommonName>192.168.10.100</CommonName>
<IssuerValidityBegin>2020/08/17</IssuerValidityBegin>
<IssuerValidityEnd>2021/08/16</IssuerValidityEnd>
</SelfSignedCert>
<InnerCaCert>
<CommonName>CITIZEN IF1-EFX2 192.168.10.100</CommonName>
<IssuerValidityBegin>2020/04/01</IssuerValidityBegin>
<IssuerValidityEnd>2049/12/31</IssuerValidityEnd>
</InnerCaCert>
<CaSignedCert>
<CommonName>hoge.example.com</CommonName>
<IssuerValidityBegin>2020/05/23</IssuerValidityBegin>
<IssuerValidityEnd>2021/05/22</IssuerValidityEnd>
</CaSignedCert>
</SslTls>

</GetConfigResponse>
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4.1.4. Get Firmware information (Firmware Tag)

Description
This tag is used to get the information of the firmware.

Response message parameter list
The meanings and expected values of the parameters in the response message are as follows.

Element Meaning Description

<FirmwareVersion> | Firmware version Responds to the current firmware version

<HardwareVersion> | Hardware version Responds to the current hardware version

<ModelName> Model name of the Responds to the model name of the I/F board
interface

Usage example
Request message
<GetConfigRequest xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<!-- Set the Firmware tag as an empty element -->
<Firmware></Firmware>

</GetConfigRequest>

Response message
<GetConfigResponse xmins="http://www.citizen.co.jp/Config/" MajorVersion="1">
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD>
<!-- Get result of the request -->
<Response ResponseCode="0K">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343</RequestID>
</Response>

<Firmware>
<FirmwareVersion>2.25</FirmwareVersion>
<HardwareVersion>1.1.3</HardwareVersion>
<ModelName>IF1-EFX2</ModelName>
</Firmware>

</GetConfigResponse>
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4.1.1. Get system log information (SystemLog Tag)

Description

This tag is used to get the information of the system log.

Response message parameter list
The meanings and expected values of the parameters in the response message are as follows.

Element Meaning Response range Description
<ElapsedTime> Elapsed time M. Responds to the elapsed time since the
HHHH:MM:SS .

from startup interface board was started.

<CurrentLog> System log Responds to the latest system log

information.(Up to 100)
<Event> System log Printable ASCII Stores log events one by one in the tag

Event characters value and responds.

(up to 64 characters)

In addition, the elapsed time (seconds)
when the event occurred is stored in the
Time attribute.

Usage example
Request message

</GetConfigRequest>

<GetConfigRequest xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">

<l-- Set the SystemLog tag as an empty element -->
<SystemlLog></SystemLog>

Response message

</Response>
<SystemLog>

<CurrentLog>

</CurrentLog>
</SystemLog>

</GetConfigResponse>

<GetConfigResponse xmlns="http://www.citizen.co.jp/Config/" MajorVersion="1">
<MessagelD>7338ab39-92f2-416b-ac00-25b21956142e</MessagelD>
<!-- Get result of the request -->
<Response ResponseCode="0K">
<RequestID>a55f0b87-4bb1-94fb-a92b-dfa2913c4343 </RequestID>

<ElapsedTime>00:02:54</ElapsedTime>

<Event Time="7">Printer is connected.</Event>
<Event Time="8">Ethernet connection is connected.</Event>

<Event Time="8">IPassignment is completed (Fixed).</Event>
<Event Time="68">Server not found.</Event>
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5. XML Config Service Settings

This chapter describes how to set CITIZEN XML Device Control Service.

5.1. Web Manager
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The settings for the devices can be changed by connecting from a Web browser to each printer. For
details on the basic operations, refer to the interface board instruction manual of the printer.

This document describes the setting items of XML Config Service.

5.1.1. Service Setting Screen / XML Config

The settings of the service provided by the printer can be set in the following Service screen.

POML Confi

Timoout for connect

10

5-1B0[Seconds]

Item Initial setting | Setting range Description
Timeout for connect 10 51to 180 Timeout time (sec) for waiting for control
to start
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6. CITIZEN JavaScript Config SDK

CITIZEN JavaScript Config SDK is a library for CITIZEN XML Config Service to setting and get the setting
of the Network I/F using JavaScript on the client side. It enables controlling easily from Web
applications using JavaScript.

6.1. Operating Environment
For a Web browser to be supported by this SDK, it needs to support HTMLS5.

6.2. Programming Guide
6.2.1. Placement of SDK File

CITIZEN JavaScript Config SDK is provided using JavaScript. To use the SDK, place "cxml-config.js" on
the Web server. If the source code of the provided SDK is changed, correct operation may become no
longer possible. Do not change the source code.

6.2.2. Program Configuration

To control the setting and the get settings, write the program in the HTML <script> tag on the Web
page placed on the Web server.
The program configuration is as follows.

<!DOCTYPE html|>

<html>

<head> Integrating SDK
<meta charset="utf-8" />
<title>CITIZEN JavaScript Config SDK Sample</title> /
<script type="text/javascript" src="cxml-device-api.js"></script>
<script type="text/javascript">

| —

// Creating Object

var cxml = new citizen.CXMLConfig();

// Setting Response Receive Callback Function
cxml.OnReceive = function (res) {

alert(res.ResponseCode);

¥

// Setting Send Error Callback Function

cxml.OnError = function (res) {
alert(res.status);

Jo > Program text

// Register the setting and the get settings control process

cxml.MessagelD('12345678'");

cxml.SetRequestPrintUrl("http://192.168.100.4/Request/test.php");

cxml.SetRequestPrintInterval(9);

cxml.UpdateCert('2020/12/01', '2021/12/01");

// Execute sending
cxml.Send('http://192.168.10.100/xmlconfig', 'admin’, 'admin"); D,

</script>
</head>

<body>

</body>
</html>
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6.2.3. Creating Object

The control to seting and get settings is performed with the CXMLConfig object. First generate an
‘citizen.CXMLConfig’ instance of the object that matches the device to be used.

6.2.4. Setting Response Receive Callback Function

The control result can be checked in the argument information of the function by setting a callback
function in the OnReceive properties of this object.

Item Description

ResponseCode Stores the process result

MessagelD Stores the ID for identifying the response message

RequestID Stores the message 1D specified when the message was sent

ErrorCode Stores the error code when an error occurred

Description Stores the explanation when an error occurred

RequestPrint Stores the Request Print settings when it is acquired (when using the
GetConfigRequestPrint method)

SsITls Stores the SSL/TLS settings when it is acquired (when using the GetConfigSsITls
method)

Firmware Stores the firmwaer information when it is acquired (when using the GetInfoFirmware
method)

SystemLog Stores the system log information when it is acquired (when using the GetSystemlog
method)

An example of setting the response receive callback function is shown below.

var msg;

}

else{

}

b7

//Setting Response Receive Callback Function
cxml.OnReceive = function (res) {

if(res.ResponseCode == 'OK'){
msg = 'Config control success![AM';

msg = 'Config control failure! (A",
msg +="Code: ' + res.ErrorCode + 'd";
msg += ' Description: ' + res.Description + '[A[H";

msg += ' RequestID: ' + res. RequestID + '[d';
alert(msg);

Checking for Error Occurrence
Whether or not an error occurred can be checked by checking the value of ResponseCode.

Code

Description

OK

Ended normally.

Rejected

Error occurred.

Checking Error Information
The cause of a result can be checked from the contents of the ErrorCode and Description elements
stored when an error occurs.
The error codes used with this service are shown below.

Code

Description

RequestInvalid

Request information is invalid

DeviceTimeout

Device timed out

ENotConnect

Device connection failed
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Code Description
RequestInvalid Request information is invalid
EConnectNotFound | Unsupported model
Elllegal Unsupported or invalid parameter
EOffline Device is offline
EFailure Process cannot be executed
ETimeout Processing timeout
EptrBadFormat Data format error
EptrTooBig Data size error

6.2.5. Setting Send Error Callback Function

The error details can be checked in the argument information of the function by setting a callback
function in the OnError properties of this object.

The status when an error occurs is stored in status, and the response details are stored in responseText.

An example of setting the send error callback function is shown below.

// Setting Send Error Callback Function
cxml.OnError = function (res) {

var msg = 'Send failure![d[d";

msg += ' status: ' + res. status + '[d";

msg += ' responseText: ' + res. responseText + '[T';
alert(msg);

b7

6.2.6. Setting and Get settings Control Process

The setting and the get settings control process can be registered by calling the device control method

with this object. For details on the device control method, refer to "6.3. Details on Control Method" in
this document.

An example of registering device control is shown below.

// - Set request message ID -
cxml.MessagelD('12345678");

// - Setting and Get settings control specification -

cxml.SetRequestPrintUrl("http://192.168.100.4/Request/test.php");
cxml.SetRequestPrintInterval(9);

cxml.UpdateCert('2020/12/01', '2021/12/01");

6.2.7. Executing Sending

The control process is started by specifying the URL, user hame and password of XML Config Control
and calling the Send function with this object. When the process ends, the set response receive callback

function is called and the control result can be acquired. For details on acquiring control results, refer to
"6.2.4. Setting Response Receive Callback Function" in this document.

An example of specifying the executing of sending is shown below.

//Execute sending
cxml.Send('http://192.168.10.100/xmlconfig' 'admin’, 'admin');
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The control methods that can be used with the setting and the get settings are shown below.
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Function Method name Description
Message ID MessagelD Specify this to enable the sender to identify the

message.

Request Print setting

SetRequestPrintTemporaryChange

Specify the temporary change function setting.

SetRequestPrintUrl Specify the server URL for Web server.
SetRequestPrintInterval Specify the interval time of print request.
SetRequestPrintID Specify the identification ID.

SetRequestPrintAlarmThreshold

Specify the number of requests failues befor the
alarm prit.

SetRequestPrintAlarmBeep

Specify the beep function when retrying after the
alarm print.

SetRequestPrintAuthType

Specify the authentication type.

SetRequestPrintAuthUser

Specify the authentication user.

SetRequestPrintAuthPassword

Specify the authentication password.

SetRequestPrintUseProxy

Specify the proxy server setting.

SetRequestPrintProxyAddress

Specify the proxy server address.

SetRequestPrintProxyPort

Specify the proxy server port.

SetRequestPrintDnsAddr1

Specify the preferred DNS address.

SetRequestPrintDnsAddr2

Specify the alternate DNS address

SSL/TLS setting

UpdateCert

Update the self-signed certificate.

ImportCert Import the CA signed certificate.
Firmware setting UpdateFirmware Update the firmware.
GetConfigRequestPrint Request about the Request Print settings.
. GetConfigSsIDls Request about the SSL/TLS settings.
Get settings - - -
GetInfoFirmware Request about the Firmware update settings.

GetSystemLo

Request about the system log settings.
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Format

MessagelD (ID)
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Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
1D Request message ID
Description

This method is used to enable the sender to identify the message.
The specified request message ID is added to the RequestID parameter of the control result. For
details on control results, refer to "6.2.4 Setting Response Receive Callback Function" in this

document.

Usage example

cxml.MessagelID( '12345678' );
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6.3.2. Request Print settings - Temporary change (SetRequestPrintTemporaryChange)

Format

SetRequestPrintTemporaryChange (Mode)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Mode The temporary change Enable: Change the settings temporary
function setting Disable: Save settings and apply changes
If omitted or empty element, it is treated
as Enable.
Description

This method is used to set eneble/disable of the temporary change function for the Request Print.
If Disable is specified, it will be restarted when the setting is changed, and the contents will be valid
after the restart. If Enable is specified, the change will be reflected immediately when the setting is
changed without restarting. The setting change is valid until it is restarted, and after the restart, it

returns to the state before the setting change.

Usage example

cxml.SetRequestPrintTemporaryChange( 'Disable’ );
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6.3.3. Request Print settings - Server URL (SetRequestPrintUrl)

Format

SetRequestPrintUrl (Url)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Url Server URL RFC3986 compliant (up to 2048 characters)
Description

This method is used to set URL of the web server service file for the Request Print.

Usage example

cxml.SetRequestPrintUrl( 'http://192.168.100.4/Request/test.php' );
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6.3.4. Request Print settings - Interval Time (SetRequestPrintInterval)

Format
SetRequestPrintInterval (Interval)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Interval Interval time (sec) 1-600
Description

This method is used to set the interval time in seconds for sending request to web server at the
Request Print.

Usage example
cxml.SetRequestPrintInterval( 10 );
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6.3.5. Request Print settings - Identification ID (SetRequestPrintID)

Format
SetRequestPrintID (Id)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Id Identification ID Printable ASCII characters (up to 64
characters)
Description

This method is used to set the identification ID of the printer for the Request Print.

Usage example
cxml.SetRequestPrintID( '00-11-E5-07-DC-5C' );
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6.3.6. Request Print settings - Number of requests failues befor the alarm print
(SetRequestPrintAlarmThreshold)

Format

SetRequestPrintAlarmThreshold (Count)

Parameters
The meanings and settable values of the parameters are as follows.

Value Meaning Settable range
Count Operation when communication is 0-100
failures
Operating conditions
Description

This method is used to set the identification ID of the printer for the Request Print.
This method is used to set the number of communication failures with the server before enabling the
communication error operation at the Request Print. A value of 0 disables the function.

Usage example

cxml.SetRequestPrintAlarmThreshold( 10 );
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6.3.7. Request Print settings - Beep function when the alarm print
(SetRequestPrintAlarmBeep)

Format

SetRequestPrintAlarmBeep (Mode)

Parameters

The meanings and settable values of the parameters are as follows.

Value Meaning Settable range
Mode Beep function when the alarm print | Disable or Enable
Description

This method is used to set eneble/disable of the beep function at the time of retry during operation
when communication is failure at the Request Print.

Usage example

cxml.SetRequestPrintAlarmBeep( 'Disable' );
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6.3.8. Request Print settings - Authentication type (SetRequestPrintAuthType)

Format
SetRequestPrintAuthType (Type)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Type Authentication type None: Disable
Basic: Basic authentication
Description

This method is used to set the authentication type of the web server at the Request Print.

Usage example
cxml.SetRequestPrintAuthType( 'None' );
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6.3.9. Request Print settings - Authentication user (SetRequestPrintAuthUser)

Format
SetRequestPrintAuthUser (User)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
User Authentication user RFC7647 compliant (up to 255 characters)
Description

This method is used to set the user name of the web server authentication at the Request Print.

Usage example
cxml.SetRequestPrintAuthUser( 'admin' );
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6.3.10. Request Print settings - Authentication password
(SetRequestPrintAuthPassword)

Format

SetRequestPrintAuthPassword (Password)

Parameters

The meanings and settable values of the parameters are as follows.

Value Meaning Settable range
Password Authentication password RFC7647 compliant (up to 255 characters)
Description

This method is used to set the password of the web server authentication at the Request Print.

Usage example

cxml.SetRequestPrintAuthPassword( 'admin’ );
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6.3.11. Request Print settings - Proxy server setting (SetRequestPrintUseProxy)

Format
SetRequestPrintUseProxy (Mode)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Mode Proxy server setting Disable or Enable
Description

This method is used to set eneble/disable of the proxy server setting at the Request Print.

Usage example
cxml.SetRequestPrintUseProxy ( 'Disable' );
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6.3.12. Request Print settings - Proxy server address (SetRequestPrintProxyAddress)

Format

SetRequestPrintProxyAddress (Address)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Address Proxy server address IPv4
Description

This method is used to set address of the proxy server at the Request Print.

Usage example

cxml.SetRequestPrintProxyAddress( '192.168.100.190' );
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6.3.13. Request Print settings - Proxy server port (SetRequestPrintProxyPort)

Format
SetRequestPrintProxyPort (Port)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Port Proxy server port 1025 - 65535
Description

This method is used to set port of the proxy server at the Request Print.

Usage example
cxml.SetRequestPrintProxyPort( 8080 );
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6.3.14. Request Print settings - Preferred DNS address (SetRequestPrintDnsAddr1)

Format

SetRequestPrintDnsAddrl (Address)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Address Preferred DNS address IPv4
Description

This method is used to set address of the Preferred DNS at the Request Print.

Usage example

cxml.SetRequestPrintDnsAddri( '192.168.100.10" );
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6.3.15. Request Print settings - Alternate DNS address (SetRequestPrintDnsAddr2)

Format

SetRequestPrintDnsAddr2 (Address)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Address Alternate DNS address IPv4
Description

This method is used to set address of the Alternate DNS at the Request Print.

Usage example

cxml.SetRequestPrintDnsAddr2( '192.168.100.11" );
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6.3.16. SSL/TLS settings - Update the self-signed certificate (UpdateCert)

Format

UpdateCert (IssuerValidityBegin, IssuerValidityEnd)

Parameters

The meanings and settable values of the parameters are as follows.

Value

Meaning

Settable range

IssuerValidityBegin

The start date of self-signed
certificate expiration

(yyyy/mm/dd)

Specifies the start date of the validity period
of the self-signed certificate.

Can specify a date between 2020/01/01 to
2049/12/31.

If it is not specified within the valid period
of the internal certificate authority, an error
will be returned.

IssuerValidityEnd

The end date of self-signed
certificate expiration

(yyyy/mm/dd)

Specifies the end date of the validity period
of the self-signed certificate.

Can specify a date between 2020/01/01 to
2049/12/31.

If it is not specified within the valid period
of the internal certificate authority, an error
will be returned.

Description

This method is used to update of self-signed certificate of SSL/TLS settings.
The parameter specifies the validity period of the udated self-signed certificate.

Usage example

cxml. UpdateCert( '2020/12/01', '2021/12/01");
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6.3.17. SSL/TLS settings - Import the CA signed certificate (ImportCert)

Format
ImportCert (Data)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Data Certificate data Describe the certificate encoded in PEM
format.
It collates with the pre-imported internal
secret key and returns an error if it is not
paired.
Description

This method is used to import of CA signed certificate of SSL/TLS settings.
The parameter specifies the CA signed certificate in PME format.

Usage example
cxml.ImportCert(
'-----BEGIN CERTIFICATE-----
MIID7zCCAtegAWIBAgIJAMRIF//HPF]/MAOGCSqGSIb3DQEBCWUAMIGGMQswCQYD
Omit: About 2KB
s3PznmtsSWEEDNP9eZC2bIrj30Uj3y3Rx2rB0jKST5nCGigzdMRtgXDdOv/ekdiu
----- END CERTIFICATE-----");
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6.3.18. Firmware settings - Update firmware (UpdateFirmware)

Format
UpdateFirmware (Data)

Parameters
The meanings and settable values of the parameters are as follows.
Value Meaning Settable range
Data Firmware data to update Specify the firmware data encoded in
Base64 format for update.
Description

This method is used to update the firmware settings.
The parameter specifies the firmware in Base64 format.

Usage example

cxml.UpdateFirmware (
'JwUZVt3Eo/1e4xw0OAEafwIAAAACAAMFQGBGHzQUFAgNMaW51eCBLZXJuZWwgSW1hZ2UAAAAA

AAAAAAAAABEAAFOAAAACJOKkwAAAAAAAAA
Omit: About 6.2KB

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=" );
- N
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6.3.19. Get Request Print settings (GetConfigRequestPrint)

Format

GetConfigRequestPrint ()

Parameters
None.

Description

This method is used to get the Request Print settings.
The setting information is stored in RequestPrint of the response reception callback with the following

elements.

Element Meaning Response range Description

Url Server URL RFC3986 compliant Responds to the URL of the service file

on the web server

Interval Interval time (sec) 1-600 Responds to the interval time of requests

sent to the web server in seconds

1D Identification ID Printable ASCII Responds to the identification ID of the

characters (up to 64 printer
characters)

AlarmThreshold Operation when 0-100 Responds the number of communication
communication is failures with the server until the
abnormal operation at the time of communication
Operating conditions abnormality is enabled.

If it is 0, the function is disabled.

AlarmBeep Beep function when Disable or Enable Responds to enable / disable the beep
retrying function during operation when

communication is abnormal.

AuthType Authentication type None: Disable Responds to the web server

Basic: authentication type
Basic authentication

AuthUser Authentication user RFC7647 compliant Responds to the authentication user

name

AuthPassword Authentication RFC7647 compliant Responds to the authentication password
password

UseProxy Proxy server setting Disable or Enable Responds to enable / disable the proxy

server function

ProxyAddress Proxy server address | IPv4 or blank Responds to the address of the proxy

server

ProxyPort Proxy server port 1025 — 65535 Responds to the port of the proxy server

or blank

DnsAddr1 Preferred DNS IPv4 Responds to the address of the preferred
address DNS address

DnsAddr2 Alternate DNS IPv4 Responds to the address of the alternate
address DNS address

Usage example

// Response reception callback function setting (for Request Print settings)
cxml.OnReceive = function(res) {
if(res.ResponseCode == "OK"){

var msg =

n
4

if (res.RequestPrint){
msg = '[RequestPrint]’;

msg += "0 URL: ' + res.RequestPrint.Url;

msg +='[d Interval: ' + res.RequestPrint.Interval;

msg +="'d0 ID: '+ res.RequestPrint.ID;

msg +='[d AlarmThreshold: ' + res.RequestPrint.AlarmThreshold;
msg +='[d AlarmBeep: ' + res.RequestPrint.AlarmBeep;

msg +="ld AuthType: ' + res.RequestPrint.AuthType;
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msg +='l0 AuthUser: ' + res.RequestPrint.AuthUser;
msg +='d AuthPassword: ' + res.RequestPrint.AuthPassword;
msg +='[d UseProxy: ' + res.RequestPrint.UseProxy;
msg +='[d ProxyAddress: ' + res.RequestPrint.ProxyAddress;
msg +='[d ProxyPort: ' + res.RequestPrint.ProxyPort;
msg +='[d DnsAddrl: ' + res.RequestPrint.DnsAddr1;
msg +='ld DnsAddr2: ' + res.RequestPrint.DnsAddr2;

by

alert(msg);

b
b

// Specificate get the Request Print settings
cxml.GetConfigRequestPrint();
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6.3.20. Get SSL/TLS settings (GetConfigSsITIs)

Format

This method is used to get the SSL/TLS settings.
The setting information is stored in SsITls of the response reception callback with the following

elements.
Element Meaning Response range Description
ActiveCert Server certificate in | SelfSigned: Responds to the type of server
use Self-signed certificate certificate in use.
CaSigned: If the SSL communication function
CA signing certificate is disabled, it responds with Disable.
Disable: Invalid
SelfSignedCert Self-signed Indicates that the child element is a
certificate settings setting for a self-signed certificate.
CommonName Common name Half-width alphanumeric | Responds to the common name of

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

the self-signed certificate.

IssuerValidityBegin

Expiration date
start date

IssuerValidityEnd

Expiration date end
date

YYYY/MM/DD
(2020/01/01 to
2049/12/31)

Responds to the start date of the
self-signed certificate expiration
date.

Responds to the end date of the
self-signed certificate expiration
date.

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

InnerCaCert Inner certificate Indicates that the child element is a
authority certificate setting related to the certificate
settings authority certificate inside the

printer.
CommonName Common name Half-width alphanumeric | Responds to the common name of

the inner certificate authority
certificate.

IssuerValidityBegin

Expiration date
start date

IssuerValidityEnd

Expiration date end
date

YYYY/MM/DD
(2020/01/01 to
2049/12/31)

Responds to the start date of the
inner certificate authority certificate.

Responds to the end date of the
inner certificate authority certificate.

(CN)

characters, half-width
spaces, "-" hyphens, "."
Dots

(up to 64 characters)

CaSignedCert CA signed Indicates that the child element is a
certificate settings setting for a CA signed certificate.
CommonName Common name Half-width alphanumeric | Responds to the common name of

the CA signed certificate.

IssuerValidityBegin

Expiration date
start date

IssuerValidityEnd

Expiration date end
date

YYYY/MM/DD
(2020/01/01 ~
2049/12/31)

Responds to the start date of the
CA signed certificate.

Responds to the end date of the CA
signed certificate.

Usage example
// Response reception callback function setting (for SSL/TLS settings)
cxml.OnReceive = function(res) {
if(res.ResponseCode == 'OK'){
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var msg = ";
if (res.SslITls){
msg = '[SSL/TLS] ';
msg += "0 ActiveCert: ' + res.SsITls.ActiveCert;
if (res.SslTls.SelfSignedCert){
msg +='[d0 SelfSignedCert’;

msg +="[d CommonName: ' + res.SslITls.SelfSignedCert.CommonName;
msg +="[d IssuerValidityBegin: ' + res.SslITls.SelfSignedCert.IssuerValidityBegin;
msg +="[d IssuerValidityEnd: ' + res.SslITls.SelfSignedCert.IssuerValidityEnd;

by
if (res.SslTls.InnerCaCert){

msg += "0 InnerCaCert’;

msg +="[d CommonName: ' + res.Ss|Tls.InnerCaCert.CommonName;
msg +="[d IssuerValidityBegin: ' + res.SslITls.InnerCaCert.IssuerValidityBegin;
msg +="[d IssuerValidityEnd: ' + res.Ss|Tls.InnerCaCert.IssuerValidityEnd;

by
if (res.SslTls.CaSignedCert){

msg +='d CaSignedCert';

msg +="[d CommonName: ' + res.SsITls.CaSignedCert.CommonName;
msg +="[d IssuerValidityBegin: ' + res.SslITls.CaSignedCert.IssuerValidityBegin;
msg +="[d IssuerValidityEnd: ' + res.SsITls.CaSignedCert.IssuerValidityEnd;
by
by
alert(msg);

}
}

// Specificate get the SSL/TLS settings
cxml.GetConfigSsITIs();
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6.3.21. Get firmware information (GetInfoFirmware)

Format
GetInfoFirmware ()

Parameters
None.

Description
This method is used to get the firmware information.
The information is stored in Firmware of the response reception callback with the following elements.

Element Meaning Description

FirmwareVersion Firmware version Responds to the current firmware version

HardwareVersion Hardware version Responds to the current hardware version

ModelName Model name of the Responds to the model name of the I/F board
interface

Usage example
// Response reception callback function setting (for firmware information)
cxml.OnReceive = function(res) {
if(res.ResponseCode == 'OK'){
var msg = ";
if (res.Firmware){
msg = '[Firmware] ';
msg +='d FirmwareVersion: ' + res.Firmware.FirmwareVersion;
msg +='ld HardwareVersion: ' + res.Firmware.HardwareVersion;
msg +='d ModelName: ' + res.Firmware.ModelName;
by
alert(msg);
by
by

// Specificate get the firmware information
cxml.GetInfoFirmware();
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6.3.22. Get system log information (GetSystemLog)

Format
GetSystemLog ()

Parameters
None.

Description
This method is used to get the system log information.
The information is stored in SystemLog of the response reception callback with the following elements.

Element Meaning Response range Description
ElapsedTime Elapsed time from AN Responds to the elapsed time since the
HHHH:MM:SS .
startup interface board was started.
CurrentLog System log Responds to the latest system log
information.(Up to 100)
Time Elapsed time The elapsed time (seconds) when the event
(seconds) occurred is stored in the Time attribute.
Event Log event Printable ASCII Stores log events one by one in the tag value
characters and responds.
(up to 64 characters)

Usage example
// Response reception callback function setting (for system log infomation)
cxml.OnReceive = function(res) {
if(res.ResponseCode == "OK"){
var msg = ";
if (res.SystemLog){
msg += "[SystemLog] ElapsedTime: ' + res.SystemLog.ElapsedTime;
if (res.SystemLog.CurrentLog[0]){
for(i=0; i<res.SystemLog.CurrentLog.length; i++){
msg += "0 '+ res.SystemLog.CurrentLog[i].Time +"': "'+
res.SystemLog.CurrentLog[i].Event;
by

}
}

alert(msg);

}
}

// Specificate get the system log information
cxml.GetSystemLog();
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The following shows how to use the sample programs of JavaScript Config Control SDK.
Start the Web browser and access the URL for the location where the sample is placed. When the

sample program is run, the following screen appears.

CITIZEN XML Config URL

|http::‘.f1‘32.168.234.100.fxmlc:0nﬂg

user: [admin password: |admin

Get Configration

| RequestPrint settings || SSL/TLS settings || Firmware infomation || System Log

Set RequestPrint Configration
Temporary Change : |Dizable

Usl : |htlp:.".f192.153.10[]_deewerRequestPrint.ftest.php

Print Interval |9 |
ID : |00-11-E5-07-DC-5C |

Auth Type :
Auth User :

Use Proxy : |Disable

Proxy Address - 192.168.100.190

Proxy Port : |808[J |

DNS Addr 1 :{192.168.1.10

DNS Addr 2 - {192.168.1.11

Execute Setting

Set SSL/TLS Configration

Execute Setting

Import Cert File =8B

Update Cert - Issuer Validity Begin [2020/10/21 Issuer Validity End |2021/10/21

Execute Import

Firmware Upgrade

New Firmware File =0

Execute Write

Set the URL of the printer to which to send request messages, the user name and the password at the
top of the screen. Enter each setting item and press the execute button to execute the sample program.
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7.2. EXCEL VBA macro

The following shows how to use the EXCEL VBA macro sample program using the CITIZEN XML Config
service. Please enable the macro of EXCEL and execute "XMLConfigSample.xlsm".

7.2.1. GetConfigRequest

The following shows Select the sheet "GetConfig". The following sheet will be displayed, so specify the
URL, User, and Password.

GetConfigRequest Sample ver.1.0.0
Request Tags URL http://192.168.234.146
Post [~ RequestPrint [~ SslTls User admin
[~ Firmware I~ SystemlLog Password [admin
Result

When press the “Post” button, the result of GetConfigRequest (XML) is displayed in Result.Select the
tag you want to complete by selecting the checkbox in the request tag.

7.2.2. SSL/TLS Self-signed certificate

Select the sheet "UpdateCert". The following sheet will be displayed, so specify the URL, User, and
Password.

SelfSignedCert Updater ver. 1.0.0
URL http://192.168.234.146
User admin
Password admin
Check Cert Update Cert IssuerValidityBegin |2021/03/11
IssuerValidityEnd |2022/03/10

Result

When press the “Check Cert” button, the expiration date of the SSL/TLS self-signed certificate will be
displayed. When press the “Update Cert” button, the expiration date of the self-signed certificate will
be updated on the date specified by IssuerValidityBegin and IssuerValidityEnd. Result shows the result
(XML) of SetConfigRequest.
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